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[bookmark: _GoBack]Security incident response is an organized activity carried out to address and manage the aftermath of a cyberattack. Cybercrimes involve the theft of crucial data and information from an individual or organization's platforms. Therefore, proper security and approach must be put in place to avoid cybercrime (Ruefle, Dorofee, et al., 2014). The response safeguards the potential loss of crucial data and revenues. The most critical need for security incident response is to protect and speed up data recovery. The amount of data recovered depends on how fast the IT individuals can recover the hacked network. 
The primary purpose of the security incident response is to prepare the organization and individuals for any potential danger of cybercrime. These responses are available to IT specialists to hasten their recovery rate during cybercrime attacks. The organization puts in place plans to protect its customer's information and retains its image. Security incident response involves different phases that require faster assembling to recover and prevent further data theft (Ruefle, Dorofee, et al., 2014). The first significant phase is the preparation phase, where the response team lays out specific important guidelines. Activities involved are, assessing the threat detection capability, cyber hunting process, and establishing intelligence feeds. 
The second step is detection and reporting of the actual threat. The established monitors detect any illegal activities within the organization software and report them. The third phase is triage and analysis; the platform hacked is analyzed for any damages and potential data loss (Ruefle, Dorofee, et al., 2014). The remains of the software are assembled and taken for further analysis. The fourth phase is containment and neutralization of the threat, where the organization carries, coordinates shutdown, wipes and rebuilds, and mitigates threat requests. The last phase is post-incident activity, where the organization determines the extent of damage and how much data is recovered. 
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